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Introduction
This docu men t  su m m arizes  so me tes ting done to  m easure t he  perfor ma nce of t he  Verse 
network  p ro tocol on  “bad” or  degrade d  network links. Such results  a re useful when 
evaluating Verse, especially when co m paring it to  m ore  known p ro tocols. They can also be  of 
u se  when t rying to  es tima te in advance how a Verse - based  sys te m  will behave.

Test Framework
When doing these  kinds  of measu re men ts, it is impor tan t  to  have condi tions  t ha t  a re as  
repea table as  possible. It should  be possible to  s peak with cer tain ty about  t he  p ro per ties of 
t he  link being use d  d u ring the  tes t s.

Ideally, we should  tes t  Verse over  real, large and  busy networks, as  Illus t ra tion  1  illus t ra tes. 
This would give a m ple oppor tunity to  see how latency and  packet  loss  affect  t he 
perfor mance. However, any real ne twork  will typically not  have a known, repeatable, level of 
such  flaws. They will occur  rando mly, a t  leas t  f ro m  the  point  of view of an  external 
observer 1.

The only large IP ne twork I have access  to  is t he  Internet, bu t  since it definitely canno t  be 
said to  have known, repeatable, er ror  ra tes, it is no t  sui table for  t hese  tes t s.

There are co m mercial and  free network  simula tor s  available, bu t  t hey are either  expensive, 
very co mplex, or  bo th. Advice fro m  the  t he  KTH Network Opera tion Cent re 2 was to  look into 
“du m mynet”3, a  FreeBSD - based  tool for  te s ting network p ro tocols. Unfor tunately, I have no  
experience with  FreeBSD, no r  access  to  any machine run ning it. I do  have access  to  an d  
experience with  Linux, bu t  t here is no  direc t  equivalent  sof tware available.

During the investigation of Linux varian ts  of d u m mynet, I foun d  the libipq 4 library, an d  was 
int rigued. In a  nu t shell, libipq allows the  crea tion of “plug - ins” to  t he  s tan dar d  Linux firewall 
subsys te m. Even bet ter, t hese plug - ins run  in “user - s pace”, meaning tha t  they are not  pa r t  of 
t he  kernel p ro per. Such plug - ins can thus  be  easily writ ten  by people (such as  myself) no t  
fa miliar with  p rogra m ming directly for  t he  Linux kernel.

After  reading u p  on  the  libipq API, an d  so me research  to  clarify wha t  t he  docu me nta tion 
doesn' t  tell, I imple mented  a simple plug - in t ha t  allows so me categories  of ne twork er rors  to  
be e m ula ted. The plug - in is called “badne t”, and  its  functionality is ou tlined  below.

1 For instance, a  router  so me n u m ber  of ju m p s  away fro m  me  might  s top  working d ue  to  
so meone switching it off. That  looks  ran do m  to  me, bu t  hopefully not  to  t he  per son  who 
flipped  the  switch.

2 See < h t t p: / / www.noc.kth.se>  for  m ore. KTHNOC runs  t he SUNET and  NORDUnet 
networks, a mong other  t hings.

3 See < h t t p: / / info.iet.unipi.it / ~ luigi /ip_du m mynet / >  for  m ore  infor ma tion.
4 Userspace iptables packet  queueing library. See ma n  libipq(3) on  a Linux sys te m, or  t he  

Web version thereof, a t  < h t tp: / / www.cs.princeton.edu / ~ n akao / libipq.h t m >  for  m ore  
infor mation.
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The “badnet” iptables plug­in
“Iptables”5 is t he  na me given to  t he  packet  filtering fra mework inside the  Linux kernel. 
Iptables is u sed  to  imple men t  co m mo n  low - level ne twork functions  such as  packet  filtering 
(firewalling) an d  ne twork ad dres s  t ranslation. While iptables  resides  in t he  kernel, it is 
possible to  ask  it to  sen d  packets  over  to  user - s pace, where an  or dinary p rogra m  using 
libipq can access  the  packets. The user - s pace p rogra m  can then  m ake decisions  on  whether  
or  no t  a  packet  should  be delivered, and  when.

I wrote “badnet”, which is such  a user - space p rogra m, specifically to  tes t  Verse with. In 
typical u se, iptables  an d  badne t  coopera te so  t ha t  all t raffic tha t  flows be tween the 
application un der  tes t  an d  the  external world, m u s t  firs t  flow through badne t. Please no te  
t ha t  in typical u se, iptables is configured  to  sen d  both  inco ming and  ou tgoing packets  
t h rough ba dnet. Badnet  sees  the  aggregate packet  s t rea m, and  curren tly does  not  take t he 

Illustration 2: Test Setup  With "badnet"
direction of a  packet  into considera tion  when ap plying its  p roblem  simula tion  rules.

Illus t ra tion  2  above shows the layout  of t he network  d u ring tes t s. The direct  link between 
badne t  and  the  Verse server  is in p rac tice a  switched  Etherne t  connection, bu t  t he  switch 
itself doesn' t  pa r ticipa te so  it was o mit ted  fro m  the  illus t ra tion.

Badnet  curren tly su p por t s  simulating two kinds  of ne twork  p roble m: packet  loss, and  packet  
latency. The for mer  is sim ply imple mente d  by ran do mly d ro p ping packets, i.e. to tally 
p reventing a packet  fro m  being delivered. This simulates  a  busy ne twork, where routers  are 
forced  to  d ro p  UDP t raffic, as  well as   ne twork  with actual “hard” p roble ms, such  as  broken  
connections. Packet  latency is simula ted  by ran do mly delaying a given percentage of packets. 
This no t  only delivers  t ha t  da ta  “late”, bu t  also out  of or der, since a delayed packet  followed 
by a non - delayed  packet  will a r rive in t he  reverse or der  to  t he  o ther  end.

These two m o des  can be  freely co mbined, and  the  p robabilities  are user - configurable. The 
delay when int roducing latency is nor mal - dis t ribu ted, while o ther  p robabilities are u nifor mly 
dis t ribu ted.

Results
This sec tion  p resents  t he  results  a rrived a t  af ter  t he tes ting, in subsections  according to  t he  
kind  of faul t  t ha t  was simula ted.

Packet Loss Tests
The firs t  round  of tes t s  u sed  packet  loss  only. The tes t  case was u pload  of a  large 
(5120*5120 pixels) PNG image using the  “pngload” te s t  clien t 6. An op tion  was added  to  
p ngload  to  co m pute  t he average bandwidth, by simply dividing the  size in bytes  of t he  raw 
image, and  dividing with  the  to tal time needed  for  t he  u pload. Note t ha t  t his m easures  actual 
“payload” da ta  size only, t he re is also Verse p ro tocol overhead  which is no t  included  in t hese 
n u m bers.

As a reference, a  large file was u ploaded  over  FTP to  an  FTP server  running on  the  sa me  
m achine as  t he  Verse server, i.e. with  t he  network configura tion shown in Illus t ra tion  2 . The 
ban dwidth  figure used  was co m pu te d  by the “ncftp” FTP clien t  u se d. The lat ter  nu mber  is 
only accura te to  a t  m os t  five digits.

5 See < h t t p: / / www.netfilter.org / >  for  m ore  infor ma tion.
6 See < h t t p: / / p rojects.blender.org /viewcvs /viewcvs.cgi /verse - tes t s /?cvsroot =verse>  for  

m ore  infor mation.
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http://www.netfilter.org/
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Packet  Loss
Probabilit y

Verse,  
Average

Band width

FTP (TCP),  
Bandwidth

0% 7129628 11210000

1% 6667140 10880000

2% 6167824 9410000

3% 6270634 5730000

4% 5417532 3110000

5% 6439652 1930000

6% 5295988 898020

7% 3667993 529320

8% 5217603 382480

9% 3092913 174140

10% 3363508 156470

Verse's  bandwidth  s tar t s  ou t  significantly lower t han  FTP over  the  non - dis tu rbed  link, bu t  
also does  not  degrade  as  quickly as  t he  FTP does.

Not shown in t he  above table is t he  fact  tha t  al though the  Verse's  t ransfer  perfor mance is 
decent  as  packet  loss  increases, it becomes  increasingly ha rder  to  connect  in t he  firs t  place. 
Why this is I do  no t  un ders tand, it is so mething tha t  needs  looking into.

Latency Tests
Latency response  tes ting was also perfor me d. This u ses  a  differen t  m o de  of  badnet ' s, t ha t  
rando mly picks  packets  to  delay. The delay is also selected  rando mly, by picking values  in a  
no r mal - dis t ribu ted  s pace. All tes t s  were run  with a  m ean  delay of 10 ms, and  a variance of 
5 m s.

Again, t he  opera tion pe rfor me d  d uring the  tes t s  was u pload  of a  large PNG image, u sing both  
Verse and  FTP.

Latency
Probabilit y

Verse,  
Avera ge

Band width

FTP (TCP)
Bandwidth

0% 6591410 11210000

1% 6556648 11060000

2% 6502450 10280000

3% 6300092 9610000

4% 6405154 7540000

5% 5590992 7020000

10% 5398404 2900000

15% 4473854 1710000

20% 3118012 1150000

Again, we see Verse having a lower bandwidth  on  a ne twork without  ar tificial latency, bu t  
also tha t  it degrades  less  sharply as  t he  n u m ber  of packets  with latency increases.
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Conclusions
I did  not  find  Verse's  reac tions  to  worsening network conditions  to  be pa r ticularly alar ming. I 
believe t he  reliance (by design) on  or der - independen t  delivery of da ta  gives benefits  in both  
with packet  loss  and  latency.

I did  find  the very obvious  p roblems  with es tablishing a connection  across  a  ne twork  with  
loss  to  be  p roblematic, an d  think tha t  par t  of t he p ro tocol should  be investigated  and, 
ho pefully, improved. One p roblem  here might  be t ha t  Verse does  resen ds  d u ring connection -
es tablish men t  fairly seldo m, so  once packets  begin disappearing, it t akes  a  long time to  get  
one t h rough.

Omissions
The above te s ting, limited  by the  curren t  version  of t he  ba dne t  tool, only includes  two kinds  
of er ror: packet  loss  (drop) and  packet  latency. There are a t  leas t  two m ore classes  of er ror  
t ha t  might  be interes ting to  te s t  Verse un der: packet  m o dification, an d  m ultiple delivery.

Packet Modification
Packet  m o dification is jus t  wha t  is soun ds  like: m o difying one or  m ore  of t he da ta  bytes  of  a  
packet' s  payload. This isn' t  very interes ting, since a ran do m  error  would have a high 
p robability of crea ting a packet  with an  illegal UDP header, an d  such  packets  are d ro p pe d  by 
the  sys te m. So, t his would  jus t  be a  long - winded  way of d rop ping packets, a  tes t  t ha t  is 
already su p por te d. 

Genera ting da maged packets  with a  corrected  checksu m, by re - co m pu ting it af ter  
int roducing the  er ror, is of course  also possible. This would p robably crash  Verse, since 
Verse doesn' t  have any ap plication - level da ta  integrity te s ting.

Multiple Delivery
Currently, each packet  p rocessed  by badne t  is delivered  either  ze ro, in case of a  d ro p, or  one 
time o therwise. In t he  lat te r  case it might  be delayed  and  thus  arrive late, bu t  it does  ar rive. 
Real ne tworks  might  exhibit  the  p roper ty t ha t  so me  packets  are delivered  m ultiple times, as  
t he  result  of  so me  kind  of er ror. Simula ting this behavior  is non - t rivial in ba dne t, since t he  
u n derlying libipq API does  no t  su p por t  it as  far  as  I know.

Going ou tside libipq should be possible, bu t  would  require m o re  engineering time spen t  on  
badne t. I do  no t  know how impor tan t  this case is to  te s t, i.e. how of ten  it occurs  in real life 
ne tworks.
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Appendix A – Old vs. New Connection Code

Introduction
This ap pendix describes  so me recent  changes to  t he  core Verse network  connection han dling. 
These changes ca me about  af ter  initial repor t s  about  very ba d  effective ban dwidth  ca me in.

After  so me  inves tigation  by m e  and  Eskil Steenberg (who wrote m o s t  of t he core code, an d  
knows it far  be t ter  t han  I do), we did  so me s mall changes.

The Change
The change is in a  single C source file, “v_connection.c” in t he  core Verse m o d ule in CVS. 
Here we find  the  t he very cent ral function  verse_callback_update(), t ha t  has  t he 
following responsibilities:

● Listen  to  incoming network t raffic.

● “Parse” any received packets, and  issue callbacks to  function  regis tered  by the  
application p rogra m mer, as  needed.

● To avoid s tarving, also sen d  ou t  any outbound  t raffic.

The theory was t ha t  t he  lat ter  poin t  was not  being ad dressed  well enough by the curren t  
code, leading to  ou tboun d  t raffic sen ding get ting too  lit tle CPU time.

What  we did  was rewrite  t he par t  of t he  u p da te  function  tha t  sen ds  out  da ta, to  do  so  for  a  
longer  period  of time.

Results
The changes were com mit ted  to  Verse CVS on  Jan 30  2006, an d  thereby im mediately m a de  
available to  any users  of Verse. To docu ment  and  illus t ra te  t he  improve ment, here are result s  
of a  sim ple bench mark.

The tes t  was to  sim ply u pload  a large (5120*5120 pixels) image to  a  Verse server, fro m  a PNG 
image. This was done on  a single m achine, never  touching a p hysical ne twork a t  all. The 
“badnet” packet  filter  was active, to  m ake the  nu m bers  com parable to  t he  ones  above, bu t  all 
filtering was t u rne d  off.

Illus t ra tion  3  on  the  left  shows the  m easu red  ban dwidth  
before and  af ter  ap plying the  change to  both  client  and  
server  Verse libraries. 

The average improve ment  is a round  a 9X s peedu p, 
m aking this a  very notable improve men t.
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Illustration 3: Bandwidth before  
and  after the change
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